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Abstract 1. Introduction

Virtual machine monitors, especially when used for A hypervisor or virtual machine monitor (VMM) may
server consolidation, need to enforce a predefined sharseem to have similar responsibilities to an operating
ing of resources among the running virtual machines. system: it abstracts the hardware and performs resource
We propose a hew mechanism for doing so that pro- management, including scheduling the different virtual
vides improved pacing in the face of heterogeneousmachines. However, the context is actually quite differ-
allocations and priorities. This mechanism lends from ent. Operating systems’ schedulers typically try to op-
token-bucket metering and from virtual-time schedul- timize performance objectives, such as response time,
ing, and prioritizes the different clients based on the di- based on knowledge about each process’s behavior. A
vergence between their desired allocations and the achypervisor, on the other hand, is concerned with virtual
tual consumptions. The ideas are demonstrated by im-machines that may each run a mixture of diverse pro-
plementations for the CPU and networking subsystemscesses that are unknown to the hypervisor. And its goal,
of the Linux kernel. Notably, both use exactly the same especially in server consolidation scenarios, is more
basic module; future plans include using it for disk I/O typically to enforce a pre-defined allocation of the re-
as well. sources.

] ) ) Controlling the relative allocation of resources to
Categoriesand Subject Descriptors - C.2.3 [COMPUTER- ,htending processes (or virtual machines) is not new.

COMMUNICATION NE-TVVORKQZ Network Operation.s—Such “fair share” scheduling of the CPU is typically
Network management; D.4.OPERATING SYSTEMS]:  j5ne pased on variants wirtual time. Allocations of

Process Management—Scheduling; K.8NAGE- o161k bandwidth are typically done using variants
MENT OF COMPUTING AND INFORMATION SYS of leaky bucket or token bucket approaches (all these

TEMS]: Installation Management—Pricing and re- 5o eyplained in detail below). Our approach combines
source allocation these techniques into “resource sharing virtual time”
scheduling (abbreviated RSVT). It includes metering
of the allocation to each process on one hand, and
Keywords Virtual machine, fair share, resource allo- scheduling so as to better pace the utilization of the
cation allocated resources on the other.

The next section motivates the work by explaining
the need for supporting predefined allocations, espe-
cially in virtualization scenarios. Section 3 then de-
scribes previous work and leads up to our extensions,
which are delineated in Section 4. This is followed by
a description of the implementation in the Linux ker-

General Terms Design, management, performance
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nel in Section 5, and by an experimental evaluation in runs a full operating system which may support many

Section 6. Section 7 presents the conclusions. processes. When some process in the virtual machine
requests an /O operation, this does not reflect the ac-
2. Motivation and Context tivity of the virtual machine as a whole — only the ac-

tivity of that process, which is not even directly known
by the hypervisor.
Another difference is that the goals are typically dif-

We are now witnessing the second wave of virtualiza-
tion. The first wave occurred about forty years ago and

led to the widespread use of virtualization as a means . T .
: ferent. Operating systems attempt to optimize metrics
to share large scale mainframe platforms [12]. The sec- . : : :
such as response time of interactive processes, while at

ond wave, started about ten years ago, concerns datat

; he same time providing equitable service to all the pro-
center servers and desktop PCs, which are now pow- i . o .
. . : cesses. With hypervisors, it is more typical to try and
erful enough to support multiple virtual machines on a

. . C o . control the resource allocation, and ascertain that each
single physical host. It is driven by the utility of virtu- . . .

o L . ..~ virtual machine only gets the resources that it deserves.
alization for server consolidation, flexible provisioning

. To complicate matters, this has to be done in multiple
of resources, and support for testing and development . : : . . .
of new facilities. dimensions, reflecting the different devices in the sys-

o . .. tem: the CPU, the disks, and the network connectivity.
Server consolidation is the practice of migrating

- . . The question is then what does it mean to provide a
legacy servers from distinct physical machines that . .
. . . . certain share of multiple resources, when the processes
possibly use different operating systems to virtual ma-

: . . running on each virtual machine actually require differ-
chines on a single more powerful platform. This re-

. . ._ent combinations of resources.
duces operational expenses by saving the need to main- ) .
We are working on a global scheduling framework

tain and support all those legacy systems, reducing the . : . . .
PP egacy sy ' 9 "% hat is designed to answer this question. It is based on
floor footprint, and reducing cooling requirements. It

. . - o .. the combination of two basic ideas: the use of fair share
is especially beneficial when it increases server utiliza- . . )
) . : . scheduling to control relative resource allocation, and
tion, e.g. if the legacy servers are not highly utilized, . e )
. ' the identification of the system bottleneck device as the

but when consolidated they lead to a reasonably high .

e locus where such control should be exercised [9]. The
utilization of the new server. resent paper reports our progress in the first compo

Another important benefit of consolidation is that it P Pap P prog P

promotes flexible provisioning of resources. With con- nent of this work, namely the RSVT scheduler. Impor-

L . tantly, we wish to use the same scheduler to control
solidation, the resources provided to each server are

. ) all the relevant resources, as different resources may
not fixed. Rather, the different servers compete for re- . :
: : . . become the system bottleneck at different times. We
sources, which are provided by the underlying virtual-

o . . therefore designed and implemented a generic schedul-

ization infrastructure. It is then possible to control the . . .

. : ing module, which can be used as the policy component

resources provided to each one, and assign them ac- .. .

. L . of different resource management frameworks. At this
cording to need or the relative importance of the differ-

. L stage, the implementation in the Linux kernel supports
ent servers. Moreover, this partitioning of the resources 9 P PP

. . - CPU and network scheduling. In future work we in-

can be changed easily to reflect changing conditions. . . . S .

. A . tend to migrate it to a virtualization environment such

The virtualization infrastructure is therefore found . )
. o as KVM, and add disk scheduling.

to assume many of the basic responsibilities of an op-
erating system. However, the situation is actually some-
what different. One difference is that hypervisors typ- 3 Related Work
ically operate with far less information than an oper- The requirement for control over the allocation of re-
ating system. An operating system mediates all inter- sources given to different users or groups of users
actions with hardware devices for all processes, wherehas been addressed in several contexts. It is usually
the processes themselves are rather simple in structurecalled “fair-share scheduling” in the scheduling litera-
Therefore the operating system can use a pretty simpleture, where “fair” should be understood as according
model of operation, e.g. blocking a process that has re-to each user’s due rather than as equitable. Early im-
guested an I/O operation. But a hypervisor is one level plementations were based on accounting, and simply
lower down, and supports a virtual machine that in turn gave priority to users who had not yet received their
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due share at the expense of those that had exceededhen itis idle, and use them at a high rate (higher than
their share [16, 17]. In Unix systems it has also been their arrival rate) when it needs to transmit. As a result
suggested to manipulate each process’s nice value tdhe momentary bandwidth of a source may surpass its
achieve the desired effect [8, 15]. Simpler and more di- average allocation, but only for a limited time.
rect approaches include lottery scheduling [27] or using  Leaky and token buckets limit the rate of individual
an economic model [26], where each process’s priority sources, but do not specify how they are multiplexed.
(and hence relative share of the resource) is expressed/sing FCFS with these algorithms may still lead to
by its share of lottery tickets or capital. overload and is subject to manipulations. This was im-
Another approach that has been used in several im-proved by Nagle’s “fair queueing” [21], in which the re-
plementations is based on virtual time [2, 7, 22]. The quests of each source are kept in a separate queue, and
idea is that time is simply counted at a different rate these queues are served in round robin manner. How-
for different processes, based on their relative alloca- ever, given that packets may have different sizes, this
tions. Our RSVT scheduler falls in this category; it may lead to deviations from the intended bandwidth al-
bases scheduling decisions on the difference betweenocation. Demers et al. therefore suggested an approx-
the resources a process has actually received and whamation of round-robin at théyte level [6]. Concep-
it would have received if the ideal resource sharing dis- tually this uses a counter of how many byte-by-byte
cipline had been used [11]. A similar approach was rounds have elapsed, which serves as a timepiece (it is
used in [4]. actually identical to the idea of virtual time mentioned
Focusing on virtual machine monitors, Xen uses above). Using this, one can find the round at which a
Borrowed Virtual Time (BVT). VMware ESX server packet will finish transmission: it is the sum of its start
uses weighted fair queueing or lottery scheduling. The time and length, where the start time is the max of its
Virtuoso system uses a scheduler called VSched thatarrival time and the end of the previous packet from
treats virtual machines as real-time tasks that require athe same source. As the counter is monotonically in-
certain slice of CPU time per each period of real time creasing, the order of finish times as counted in rounds
[18, 19]. Controlling the slices and periods allows for corresponds to their order in real time. The algorithm
adequate performance even when mixing interactivethen is to calculate these finish times for all sources,
and batch jobs. and select to transmit the packet with the earliest finish
Control over allocations of network bandwidth is time. It is also possible to provide variable allocations
usually combined with traffic shaping, i.e. the reduction by modifying the count of rounds needed to transmit,
of variability in bandwidth usage. One way to achieve leading to “weighted fair queueing”.
this is the leaky bucket algorithm. The bucket figura-  The main drawback of all the above approaches is
tively represents a buffer where packets are stored wherthat they focus on one resource — either the CPU
the source creates them too quickly and they cannotor the network. Similarly, there has been interesting
be transmitted immediately. Thus data flows into the work on scheduling bottleneck devices other than the
bucket at a variable rate, but flows out at a steady rate.CPU, but this is then done to optimize performance of
Each sender has its own bucket, where the size of thethe said device and not to enforce a desired allocation
hole in the bucket represents its bandwidth allocation. [1, 14, 25]. This raises the question of the interaction
Additional packets that arrive when the bucket is al- between devices, e.g. the effect of CPU scheduling on
ready full are called “nonconforming”, and are typi- 1/O [23], or the prioritization of VMs that do I/O so as
cally discarded. not to cause delays and latency problems [13]. But such
An alternative is to use a token bucket, which works interactions may naturally interfere with the desired
the other way around: it stores tokens that allow pack- allocations. The work presented here is part of a larger
ets to be sent (similar to the economic framework men- project to achieve a global scheduling scheme based
tioned above). When a packet arrives, it will be sentif a on identifying the bottleneck device at each instant and
token is available; otherwise it is nonconforming (and using it to dictate the allocations [9].
thus needs to be queued in a buffer). Tokens are added
to the bucket at a steady rate, and removed whenever
packets are sent. Thus a source may accumulate tokens
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4. TheRSVT Scheduler 1, they will each get half of the bandwidth. If a third

In general, scheduling combines resource allocationCli€nt is added also with a rate of 1, each of the three
and sequencing. RSVT, introduced in [L1jackles will now get a third of the bandwidth. But if the third
this combination. Like other virtual time scheduling Cli€nt has a rate of 2, it will get half of the bandwidth,
schemes it controls allocations by making time pass at2nd the original two clients will each get a quarter.

a different rate for different clientssuch that the rate The reason for preferring the relative approach is
reflects the allocation. The sequencing is done by Se_that it facilitates better utilization. With absolute rates,

lecting the client that is most “behind its time” to run If the total rates of active clients exceed the capacity
next (e.g. [22]). RSVT is especially useful for combin- then they_cannot be satisfied, and if they fgll beIIov_v
ing fair shares with pacing. The idea is that rather than th€ capacity then resources are wasted. Using relative
just selecting the client with the biggest lag in virtual ates solves these problems [5]. Other solutions, such
time, we select the one with the biggest difference from &S USing a large token bucket and allowing a client to

where it was supposed to be if it was advancing contin- S€Nd at a higher rate when there is no competition,
uously. This helps spread out multiple clients with the lead to reduced control over the allocations and to the

same profile [11]. danger of .extended _monopolization of the resource py
Unlike some other virtual time schemes, RSVT has & single client. Relative rates are also more portable, in

a concept of allocations. This raises the question of the sense that they remain equally relevant if a different

what to do when a client becomes inactive: should its Network is used.

allocation continue to grow? We handle this as follows. 4 » Interpretation of Virtual Time

First, allocations continue to grow for a certain “grace

period” that reflects expected continuity of operation.

Then they are frozen. Finally, the relative allocation is : . . .
the consumption by clientby ¢;, and its allocation rate

reset to zero after a long time that reflects the system’sb " 4 oth tafi 7ed bel
memory bound. This means that clients that have been, y i (these and other notations are summarized below

inactive for a long time are simply treated as if they in Table 1). Then by definition
were new, and their previous history is forgotten. dc; o
=T 1

- =

As noted above, accounting for resource usage using
virtual time is simpler than using real time [2]. Denote

4.1 Expressing Relative Priorities

: . wherewv denotes the virtual time. The relationship be-
There are two ways to express the desired allocations v P

. . ] . . tween virtual time and real time is based on the avail-
to competing clients: absolute and relative. Using the ) . .
. . able physical rateR that is available (e.g. the band-
allocation of network bandwidth as a concrete example, )
. . width of the network), and the allocation rates to the
an absolute allocation would be something like “this set of active clientst:
client should transmit at 20MB/s”. Such an allocation '
is natural when using leaky bucket, token bucket, or dv R
: . . —_— == 2
economic models. A relative allocation, on the other dt ZjeA Tj
hand, is more like “this client should transmit at double _ . _
the rate of that client”. This approach is natural with Putting this together, we find that the rate of consump-
lottery scheduling. tion by a specific client is proportional to its relative
RSVT uses the relative approach. Each client is allocation: de: R
given a priority, which is expressed as a rate. How- d—; = 227
ever, this is not an absolute rate, but rather a relative jeals
one. Thus if two clients exist and both have a rate of Thus virtual time is indeed a weighted version of real
time, where the weight reflects the relative allocation.
1t was originally called PSVT, as it was envisioned in the context |n other words, different clients are accounted for their
of a single resource: the processor. resource usage at different rates.

2 . . . "
At the logical level, we will consistently call the entities handled i . . .
by the RSVT scheduler “clients”. These clients can actually be This interpretation of virtual time leads to a very

processes, jobs, or virtual machines, depending on context. In theSimple scheduling algorithm [7]: dispatch the_ client
Linux implementation, they are Linux tasks. with the lowest accounted resource consumption. For

®3)
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allocaton=2  ____~___
accounting rate = 1/2 ’

T T \ allocation = 1

accounting rate = 1
I I I I I T

elapsed real time

accounted virtual time

ideal rate = 2/3 '
actual progresssQQ ya

- /f'f.v'i‘ ff,—w—"—'—"/\ ideal rate = 1/3

Figure 1. Virtual time scheduling.

accounted and ideal progress

example, consider two competing clients, one with an e actual progress
allocationr; = 1 and the other with an allocation - ‘ ‘ T ‘ ‘
ro = 2. When client 1 runs, it is accounted at full elapsed real time

rate. But when client 2 runs, it is accounted at half rate, Figure2. RSVT scheduling.

because its allocation is double. Therefore it will get to
run twice as much. This is illustrated in Fig. 1. _ . ) _
The resource rat& is relevant for resources such as °'ity, and will be selected to run next, as illustrated in
networks or disks, where it reflects the amount of data F19- 2. o _ o
transferred per unit time (that is, the bandwidth). Inthe ~ An examination of Figs. 1 and 2 shows that in this
case of a CPU it can be taken as 1, since the CPU pro-ase the produced schedule is identical. The differ-
vides one second of processing for each second of reafnce between the two approaches is only evident when
time. For simplicity, we will consider this situation in several clients have similar profiles and compete with

the sequel and droR from the equations. In fact, this  Other clients that have a different one. Let's consider
can also be done for any resource — it just means we@ concrete example where two clients have an alloca-

schedule and account for “seconds of resource activity” ion 71 = 72 = 1, and a third has;; = 2. Virtual
rather than for “units of resource work done”. time scheduling will settle into a pattern where the two

low-allocation clients are always executed one after the

4.3 Concept of RSVT other, thus excluding the high-allocation client for 2
RSVT is a variation of the virtual time approach. Vir- time units in a row (top of Fig. 3). This happens be-
tual time scheduling algorithms can be viewed as bas-cause when the two low-allocation clients have a lower
ing the relative priority of each client on the difference Virtual time than the high-allocation client, scheduling
between the global real time and its personal virtual one of them leaves the other with its low virtual time, so
time, which reflects an accounting of its consumption. it will be scheduled next (arrows). RSVT, in contradis-
However, given that all clients share the same real time, tinction to the above, will spread them out and give the
it is enough to compare their consumptions and selecthigh-allocation client better-paced access to the CPU
the lowest one. [11] (bottom of Fig. 3). The reason is that when one

RSVT likewise compares two values, but they are low-allocation client is scheduled to run (arrows from
slightly different: we compare each client’s actual con- below), the ideal allocation of the high-allocation client
sumption with itsideal consumption. The actual con- continues to rise. Therefore by the next scheduling
sumption grows at a steady rate (equal to real time) point the high-allocation client has gained an advan-
when the client is running, and stays flat when it is not. tage over the second low-allocation client (arrows from
The ideal consumption grows steadily at a rate that re-above).
flects the client’s relative allocation. If the consumption ) _
is ahead of the allocation, the client has a low priority 44 RSVT for a Given Set of Clients
and other clients should run. But if a client’'s consump- More formally, RSVT works as follows. Assume for
tion lags its allocation, it has a higher priority. In par- the moment that the set of active cliemss fixed —
ticular, the client for which the consumption lags the all clients arrived some timg in the past, they do not
allocation by the most is the client with the highest pri- terminate, and they are constantly active in using the
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client with high allocation

clients with I
| low allocation /

A set of active clients

r; relative rate of client

a; cumulative allocation of client

¢; cumulative consumption of cliert

T  tick period for allocations and timer events

g grace period during which allocations con-
tinue when a client becomes inactive

m  rebirth period during which allocations are
retained after a client becomes inactive

b  maximal allowed difference between alloca-
tion and consumption

Table1l. Parameters used in RSVT.

accounted virtual time

7
’
p
I

elapsed real time

T T T T T T T

¢ A client stops using the resource, either because it
does not need it anymore at this time or because
another is selected as having higher priority

If the resource is constantly busy, pairs of such events
coincide as one client stops and another is selected. In
such a situation the stop events are redundant and can
Figure 3. The advantage of RSVT scheduling in be ignored. But if the resource becomes idle, the stop
spreading low priority clients that compete with a high- event is important to note.
priority client. Assume that the time now i§ and that the time

of the previous event was,. If the resource was busy
resource. Each clieritis characterized by its ideal rela- during this period, assume that clieriias just finished
tive rater;. Assuming constant activity, its ideal alloca- using it. As all the usage was consumed by cliemte
tion by timet (where obviously we are only interested update
int > tg) is then

accounted and ideal progress

elapsed real time

ci(t) = ciltp) + (t — tp) (6)

All the other ¢ values remain unchanged, as other

clients did not consume any of the resource in this in-

which reflects its relative share of the capacity of the terval. All cs remain unchanged also if the resource

resource. has been idle in this period; in this case the resources
Attime ¢, the client’s actual consumption so far will - capacity during the period fromto ¢, was wasted.

be denoted by; (). Its priority is then simply However, the ideal allocations afl the clients have

grown by their respective shares. Therefore we should

T

M e

- (t —to) 4)

prii(t) = a;(t) — ci(t) ) compute
The scheduler will select the client with the highest T
priority. Note that priority may be negative, if a client ap(t) = ae(tp) + S (t = tp) (7)
J

happens to consume more than its fair share at some
point in time.

To implement this, we need to be able to calculate
a;(t) andc;(t) for all active clients. In principle, these
values need to be updated upon each scheduling even
to reflect the changes since the last scheduling event
Note that there are two types of scheduling events:

for all ¢ € A (including clients).

Note that in both the above equations the total in-
crement is identical, and standstat- t,. This seems
to imply a nice invariant)_" a; = >_ ¢;. However, this
is hard to maintain when clients have more dynamic
behavior instead of being able to use the full available

¢ A client is selected to use the resource resources all the time.
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45 Handling a Changing Set of Clients period it will be frozen, to avoid over-allocations as de-

Note that the above equations assume that the set ofcribed above.

active clientsA does not change with time. In a real _ 1h€ grace period is measured in ticks of length
system, of course, new clients may arrive while oth- from a timer. These ticks are also used to “smooth” the

ers depart. In addition, clients may become inactive for fluctuations in the active setin general. This is achieved
extended periods, i.e. they may refrain from using the PY Performing periodic allocations once evefytime

resource which we are scheduling (for example, when units, instead of piecemeal allocations as described by
a client is blocked doing I/O it is not contending for the EQ- (7) above. Client arrivals and departures are also

CPU). This affects the above equations because the relSynchronized with these ficks.

ative allocations depend 9fi . , r;. Another question To srlljmmirize, allocations are Ir—]lan((]zllll'ed bi/]_a periodic
is whether to retain the client’s historical consumption tmer that ticks every” time units. Handling this timer
data for when it will become active again. tick involves the following actions:

~One possible approach to handling this issue is 0 1 cjean up after clients who have terminated since the
divide the timeline into segments with persistent active |55t tick.

sets. Thus a new segment starts whenever any of th

e , . : :
, . 2. Note clients that have become active or inactive.
following events occurs:

3. Make new allocations for all the active clients.

¢ A new client arrives Allocations are made in advance: the allocation per-
e A client terminates formed on a tick reflects expected usage from this time
till the next tick. However, it may happen that not all the

allocated time will be used. In order to prevent the al-
locations from outgrowing the consumptions, it is nec-
essary to bound their growth. Thus after calculating the
We could then do the calculations in each such segmentllocation according to Eq. 4, we perform

individually, in a way that reflects the changing condi-

tions.

The problem with this approach is that changes may
be very frequent, and it is not clear that trying to follow
all their details is beneficial. In particular, a thorny is- New allocations are only given to active clients, or
sue is how to handle clients that temporarily become those in their grace period. Inactive clients retain their
inactive. One option is to freeze their allocations, to a; andc; values for a certain time (the “rebirth” period,
avoid situations where a client gains a huge credit by m), but then we seti;; = ¢;. This is done for both
virtue of not using the resource, and then starves all positive and negative relative usage. On the positive
other clients once it starts to use it again. But this vi- side, it avoids situations where a client may monopolize
olates the notion of an ideal allocation in those casesthe resource based on a credit gained long ago. On the
where start/stop activity is natural, e.g. when sending negative side, it avoids situations where a client stays
network packets or performing disk 1/0. For example, at a disadvantage after using more than its fair share
if a client should get an allocation of 1/3 of the band- of the resource when no other clients wanted to use it.
width, we don’t want this to be reduced due to process- Thus a client returning to activity after a long period of
ing that occurs between send operations. not being active will be effectively treated like a new

The suggested solution is to define a grace periodclient. In the future we plan to decay exponentially
g which defines a time frame that reflects the natural towardsc;, rather than using an abrupt change.
continuity in using the resource — typically on sub- Clients may also be added to the active set. New
second time scales (with a 2 GHz CPU, even a mereclients are initialized withu;(¢;) = ¢;(t;) = 0. Note
1 ms corresponds to 2 million cycles; with a 100 Mb/s that this is before the new allocation, which they will
network, it corresponds to sending 100 Kb). When a receive together with all other active clients. Clients
client becomes inactive, its ideal allocation will con- that have become active again since the last tick after
tinue to grow during this grace period. After the grace a period of inactivity are also added to the active set.

¢ An active client becomes inactive
¢ An inactive client becomes active again

a;(t) = min(a;(t), ¢;(t)+0) (8)
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5. Implementation in the Linux Kernel of tasks to resources is many to many. There are many
RSVT is a generic proportional share scheduler. Thus t@sks in the system, several independent resources, and

a system may have many instances of RSVT control- 8aCh task may use all the resources.

ling different resources. This is managed by the global ~ 1he semantics of resource operation depend on the
RSVT manager. nature of the resource, with some resources operat-

The implementation of RSVT was started in the INd ON a request basis (network, disk), but some on
context of the QoS facility of the Linux networking 2 time basis (CPU). The design of the RSVT module

subsystem. This facility provides a hook that can be ¢&n account for both. It is based on a core that main-.
used to select the next packet that will be sent from the t8iNS @ queue of pending clients, and two wrappers:
queue of waiting packets. We use RSVT as the policy to ©"€ for direct access, and the_ other for request-based
guide this selection, and select the first queued packeficcess (called RRSVT). The difference is that RRSVT
belonging to the socket whose transmissions so far ardS based on requests. Therefore wheruieatch func-
the farthest behind what they should have been. tion selects a client, it returns an abstract handle to a
Rather than create a policy function that is specif- Struct list_head, which contains all that client’s requests.
ically tied to the networking QoS facility, we build on N @ddition to that, clients can enqueue and requeue
the fact that the interface separates the mechanism fronf€duests, as demonstrated in our network implementa-
the policy to create a generic implementation that can tion. ) . _ _
be used as the policy guide for other subsystems as In elther.case, the queue qf pendlng_cllents contains
well. This boils down to the definition of an interface NIy the clients that are actively waiting for the re-

whereby the policy receives the information it requires SOUrce ata given time. For example, if the RSVT mod-
in order to render its decisions. We then indeed usedYl€ 1S managing a network device, those clients that

this policy module for CPU scheduling as well, and us- have network packets waiting to be sent will be placed

age for 1/0 scheduling is planned as future work. on the queue of pending clients. When all the pending
packets of a client are sent, it is automatically removed

51 TheRSVT Module from the queue. In case the resource is not request-
based, such as a CPU, the queue of pending clients
acts as the runnable tasks queue, and the module’s user
(the kernel) has to explicitly mark clients as pending,
thereby inserting them to the queue, or not, thereby re-
moving them from the queue. This is done by the func-
tionsclient_set_pending andclient_unset_pending.

When the resource is free for processing diggatch

The RSVT module is a Linux kernel module that can
provide RSVT scheduling of resources such as the
CPU, disks, and networks. The scheduling algorithm
is intended to provide predetermined shares of the re-
sources to the different tasks (the Linux term for pro-
cesses), which potentially embody different virtual ma-

chines. L : .
function is called to select the most deserving client

A kernel running RSVT has one global RSVT man- . . .
ager and one or more instances of RSVT schedulers _from the pending queue (using the RSVT algorithm,

. . . based on past resource usage relative to each client’s al-
one for each device. The global manager is responsi- . :
. . o S location). A resource that is not request-based can then
ble for two main functions. First, it maintains a repos-

. . . start operating on the selected client. A request-based
itory of active RSVT instances; new RSVT schedulers perating . q

. ) resource will simply pull the selected client’'s requests
are created (typically upon startup) using tke_create

function, and should be removed before shutdown us_one by one. After processing a client, the resource
. . . . should update the resource usage of the client, based on
ing thersvt_destroy function. Second, it activates the pe-

S . . ... the amount of processing performed. This provides the
riodic resource allocation on all such instances, as will . . :

: L : RSVT module with the information needed to make fu-
be described below. This is done by calling #tiecate

. ) ture scheduling decisions. As noted above, this is sim-
function of each instance. . .
. ply done using the time that the resource was used. The
Tasks are regarded as the clients of a resource

Therefore, a task is allocated a proxy client object for function used to note resource usage is calkedkin.
each resource it uses. Tasks are also the basic entities

whose priority can be set, and the clients representing

a task operate with the task’s priority. The relationship
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5.2 Data Structures Clients may be linked to each other in two ways.

The RSVT module completely separates the object re|o_First, there is a linked list oéll clients. This is used
resentation of a task from that representing a client, When all clients must be traversed, e.g. when making

Rather than storing each client’s information as part new allocations. In addition, active clients are linked
of the corresponding task'sask struct object, it is according t(_) their priority. This creates a multi—queu_e
stored as a client object that is part of the Correspond_structure, with a separate queue for each discrete prior-

ing resource’s RSVT management module. Client ob- Ity level.
jects are created witklient_create, and destroyed with
client_destroy.
The reason for this design, other than its generality, 5.3 Operation

is that a task’s use of a resource may outlive the task —|n principle each resource has its own units: CPU usage
for example, a task may have network packets waiting js measured in cycles, network transmission is mea-
to be sent when it is killed. Therefore, a task’s proxy sured in bytes, and disk 1/0 is measured in blocks.
clients for resources must be regarded as different eN-Using these units requires us to calibrate the RSVT
tities than the task itself. Moreover, this design enables module so that it knows how many units to allocate
future work on exchanging information among inde- or charge for a period of time. However, this is re-
pendent instances of RSVT, and support for flexibility dundant if all allocations and consumptions are simply
regarding placement of virtual machines based on us-measured in time. We therefore use time as our basic
age ofall resources. unit for all resources, regardless of their nature. Specif-
To access the client objects, a taskisk struct will ically, our basic unit in the initial implementation is one

contain an array of handles to the client objects for microsecond. With 32 bits this limits us to usage of just
different resources. The array size limits the number over one hour. In a “real” implementation onhe would

of resources that can be accommodated. In the otheknerefore need to use 64 bits.
direction, each client object contains a pointer to the  Note that in some resources, notably disk and net-
correspondingask struct. If the task has been killed \york, it may be impossible to measure the time needed
this pointer is set to NULL, and when all requests have {g serve a specific request. The problem is that the
been serviced the client object is deleted. lower-level devices may handle multiple requests con-
To simplify the implementation (and especially the cyrrently and transparently. The solution is to map the
search for the next client to serve) only a discrete setrequest size to time using the known nominal resource
of different rates (representing priorities) is supported. rate (e.g. effective bandwidth; for example, in a net-
When the RSVT module is initialized, the number of \ork setting this would account for overhead due to
distinct rates and their specific values should be SPeC-physical layer headers). This is done by the “glue code”
ified (these are arguments tevt_create). These are  and is external to RSVT itself. In the network imple-
stored in an array that maps each priority level to its mentation the resource rate is obtained from the con-
associated rate. figuration information. The implication of this decision
The lowest priority is by convention set to 1. The s that the rate of resource usage is constant at all times.
highest priority should be set according to the desired |n modern systems this is not necessarily the case, es-
maximal ratio of rates: should be highest rate by dou- pecially with regards to the CPU clock rate which may
ble the lowest rate? or 5 times higher? or 10 times? Ad- pe adjusted based on power and heating considerations.
ditional intermediate levels should be set according to e currently ignore such difficulties.
the desired ratios that should be supported. Thiswould The RSVT module does not generally manadje
typically imply a logarithmic scale, as in 1, 2, 4, 8. As  of 3 resource’s users, but only a subset — for example
priorities should be integral numbers, it is possible to those tasks executing a virtual machine. Other tasks —
deviate from the convention of starting at 1 to accom- gy example system daemons — should be managed by
modate smaller ratios. For example, to achieve an ap-another scheduling algorithm (probably a FIFO queue).
proximate ratio ofy/2 between adjacent priorities one  Such tasks should have priority over the RSVT clients.
can use 10, 14, 20, 28, 40, 57, 80. For example, in our implementation for networking,
traffic generated by NFS clients falls in this category.
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In CPU scheduling, this may refer to some real-time cation grows significantly more than its consumption,
tasks. while another’s is significantly behind its consumption.

However, we do need to track the times when the This is undesirable as it may have detrimental effects
resource is being used by these other tasks that aren future usage. Specifically, if the allocation is way
outside our control, and reduce the allocations to our ahead the client has a high priority and may monopo-
clients accordingly. In general, a resource’s time can belize the resource for an extended time. If it is behind the
divided into three types of use: client may be blocked out for an extended time.

Our implementation solves this problem by bound-
ing the divergence between the allocation and the con-
sumption. This is always done by manipulating allo-
cations, as the consumption reflects real usage by the
* Itis being used by some other tasks we don't know client. Thus if a client does not use its full allocation,

about (so called “dead time”). future allocations are bounded and will not grow too

The RSVT scheduler should be cognizant of the first much beyond the client’s consumption. Conversely, if
two, and use them for the purpose of calculating allo- a client's consumption grows more than its allocation,
cations. It should ignore the third, as if it were a gap in the missing allocation is made up so as to prevent too
the timeline that does not exist. To do so, it must know much lag. In both cases, the bound is set equal to the
when other tasks take over the resource and when theygrace period in the initial implementatioh £ g).

release it again.

e |t is being used by RSVT's clients based on its
scheduling decisions.

e |tisidle.

5.3.2 Dispatch and Check-in

531 Ticksand Allocations Dispatch decisions require finding the client with the
The original concept of RSVT is based on resource |argest difference between its allocation and consump-
sharing, as if all clients consume their allowance of tjon. The problem is that allocations change at differ-
the resource continuously. In reality, of course, they are ent rates for different clients. To reduce overhead we
multiplexed using time slicing. Allocations are likewise do not want to scan all the active clients each time.
done at discrete instances. Thatis why the experimentalrherefore clients are kept in separate queues accord-
results below show stepwise progress rather than slopesng to their priorities (rates). Each queue is sorted such
(Fig. 4 as opposed to Fig. 2). that the client with the largest difference is first; as all
Allocations are done periodically based on the sys- the clients in the queue have the same rate, they cannot
tem’s clock interrupt (the same one that increments gyertake each other [9]. Thus we just need to compare
jiffies®). At each tick, an allocation reflecting the time the first client in each queue.
since the previous allocation is made, after subtracting  After a client is selected its resource usage must be
known dead time (that is, time when the resource wasnoted. In the networking implementation this can be
used by entities outside our control). As part of this, the done in advance. When a packet is sent, the length
time in jiffies is translated into microseconds. The total of the packet is translated into a time based on the
allocation is divided among adictive clients according  network’s bandwidth. This is then accounted to the
to their relative priorities. To make this easier, an accu- clients consumption. In the CPU implementation the
mulator with the total rates of all active clients is main- accounting is done when the client is de-scheduled,
tained at all times; it is updated when clients arrive, pased on reading the processor’s cycle counter, because

terminate, or change state (become active/inactive).  the length of time it will run cannot be known in ad-
The total allocation reflects the total capacity avail- yance [10].

able to our clients after deducting dead time. But clients
may not use their whole allocation, e.g. because they533 Handling Grace and Rebirth
pace their activity based on wallclock time. To avoid
waste of resources, RSVT allows negative priorities, as
may happen if a client's consumption is ahead of its
allocation. In fact, it may happen that one client’s allo-

Allocations should in principle be made at the finest
granularity possible, and as a compromise we do them
at tick granularity. But we also need two coarser timers,
in order to implement the grace period and rebirth. Both
¥0n a 250Hz system this i = 4ms. of these also piggyback on the ticks used for allocation.
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To implement the grace period, each client has a considerations, and all these packets have to be handled
timestamp of when it was last active. As part of han- consistently.
dling a tick we first scan all clients to check the differ- Importantly, the glue code also needs to distinguish
ence between their timestamps and the current time. Abetween packets belonging to RSVT clients and pack-
client that has been inactive for longer than the grace ets coming from other sources. The above procedure is
period then becomes inactive. The grace period in theapplied only for RSVT packets. Other packets are sent
current implementation is set 4 = 20 ms for the immediately, thus implementing FIFO scheduling and
network andg = 600 ms for the CPU. This reflects a higher priority for them. This includes NFS traffic.
the fact that the network operates at a much finer reso-The glue code keeps track of such packets, in order to
lution — sending of individual packets vs. scheduling account for the dead time that should not be reflected
time quanta. in allocations to RSVT clients.
In addition, the ticks are also used for rebirth. Re-
birth works using a second chance approach. It is ac-55 CPU Glue Code
tivated periodically, with a period that is 60 times the
grace period. Each client has an activity flag, which
is set whenever it performs some activity. Upon in-
vocation of a rebirth process, all clients are checked.
Those whose flag is set are retained, but the flag is re- olicy implements fair-sharing of the CPU among all
set. Those whose flags are unset have not been activ
. : ) : asks [20, Sect. 2.6]. One useful feature of the modular
since the previous check, so they have been inactive for . - . : )
. : . L core is custom run “queues” for each scheduling policy.
at least a full rebirth period. Their allocation is then . .
) . For our implementation, we created our own schedul-
set to equal their consumption. When they become ac-.

tive again they will then be treated as if they were new ing policy, which is essentially a wrapper for the_
. b non-request based RSVT module. The run queue in
clients (thus the name “rebirth”).

the policy is actually the RSVT object, and queue-

_ ing/dequeueing tasks to the run queue causes their cor-
54  Networking Glue Code responding clients to be set as pending or not pend-
The generic RSVT module is responsible for the schedulhg accordingly. “Taking out” the next task by the
ing policy only. It exists in parallel to the mechanisms scheduler is implemented as dispatching a client, and
used to actually manage the resource itself. The glue“putting” the task back to the run queue is equivalent

A modular scheduling policy manager already exists
in the Linux kernel (the Modular Scheduler Core [3]),

containing different time-sharing techniques for tasks.
For example, the Completely Fair Scheduling (CFS)

code connects the policy and the mechanism. to checking in the RSVT client.
The Linux kernel has long had a network Quality of ~ The RSVT policy is lower than the CFS policy
Service (QoS) module in it, located it /sched [24]. (which is the default) in the scheduler class hierarchy,

It consists of a main control and various alternative in order to allow hypervisor tasks to act as soon as
policies (called “gueueing disciplines”). It is relatively possible, if necessary. It is higher than the idle class,
easy to add new policies to the QoS module, simply which includes the system idle loop. By hooking into
by adding a file and implementing the basic functions the dispatch loop, which searches for the highest prior-
(enqueue packet, dequeue packet, and so forth). ity runnable task, we keep track of time used by real-
Our “glue-code” constitutes such a QoS policy. time and CFS tasks. From RSVT's perspective this is
It implements queueing packets as client requests todead time that should not be allocated.
RSVT. It implements de-queueing by using the RSVT  The initial implementation of RSVT CPU schedul-
dispatch function to find the client with the highest pri- ing assumes a single processor, and is therefore unsuit-
ority, then obtaining this client's next request, and fi- able for SMP machines. This is a relatively minor tech-
nally checking-in with the approximate packet sending nical issue concerned with keeping track of the cur-
time in microseconds. Note that this is done on a packetrently scheduled client. To support SMP machines all
basis. Given that the QoS module is very low level, be- that is needed is to allow multiple “current” clients.
low the TCP/IP implementation, packets do not neces- Also, care must be taken when calculating allocations.
sarily correspond to transmissions. Long transmissionslf there are less clients than processors, they should
may be fragmented into multiple packets due to MTU each get an allocation that is equivalent to 100% of one
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015000 | | variation in startup time. When one client starts before
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also leading to a higher average. This happens because
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Figure 4. relative allocations and consumption of
competing netperf clients.

processor (possibly minus dead time as appropriate). If6.2 Dynamic Scenarios

there are hmolrg,btheczl's%mdof the ca:Eacr:!estof ;he I?jro'Fig. 5 shows more complicated scenarios, in which the
cessors should be divided among the Clients, based Oy ¢ jjents changes with time. In the first there are

_the gssumptlon. that capacity can be allopated ﬂeX'blyinitially two netperf clients, with relative priorities 1
in this case. This has the drawback of losing processor

Hinity ch teristics: | h ible int and 3. After some time (about 2.3 million Kcycles) a
aminity characteristics, we leave the possible INtegra- y,; q cjient is added, with relative priority 2. As a re-
tion of affinity to future work.

sult the allocations of the first two clients are reduced
in a way that all three receive their appropriate shares.
) ) ] Then, at about 4.7 million Kcycles, the first client ter-
Using our implementation, we ran a number of €X- ninates. The allocations of the remaining two are then
periments to demonstrate the capabilities and Proper- reased, but the change is very small because the ter-
ties of RSVT. For network allocations, the main ap- inated client was the one with the smallest allocation.
plication we use is netperiviw.netperf.org), which is 6 second graph shows two competing MPlayers with
a benchmarking tool that continuously sends packets. g|ative allocations of 1 and 4 of the CPU. They start to-

For the CPU we use synthetic CPU-bound processesyeiher, and when the high-priority one terminates, the
and applications like MPlayer which interleave bursts i qr picks up the slack.

of CPU activity with periods of inaction. This allows Fig. 6 shows the effect of the grace period. The sce-
us to demonstrate the effect of applications that do not - . i< two competing netperf clients, with relative pri-

use their full allocations. orities of 1 and 2. At two points the client with the
6.1 Basic Allocations higher priority sleeps for some time, simulating a situ-
ation that a client interleaves sending of network traffic
with other non-networking activities. The first occurs
at about 1.4 million Kcycles. This sleep is shorter than
the grace peridiso the allocation continues to grow.

6. Experimental Results

Fig. 4 shows the results for a simple case of relative
allocations with three competing netperf clients with

relative priorities of 1, 2, and 3. In this and subsequent
graphs the X axis is real time, and the lines show the
growth of both allocations and consumptions with time “For this experiment we used an extended grace period of 60 ms.
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Figure 8. Effect of self-throttling by MPlayer.

receives no more allocations. Therefore the full band-
width allocation is given to the other client, which uses

it to increase its transmission rate. Then, when the high-
priority client wakes up and resumes sending, its allo-
cations are renewed, and the other client drops down
again to its reduced allocation.

If a client refrains from action for a longer time,
the rebirth mechanism kicks in. This is demonstrated
in Fig. 7 The scenario is the same as in the previous
case, except that when the high priority client remains
inactive for too long, its extra allocation is removed (at
around 2.2 million Kcycles).

Another interesting effect, using MPlayer and CPU
RSVT scheduling, is shown in Fig. 8. Two MPlayer

Thus, when this client resumes its activity, it has a rel- clients are decoding videos, with relative priorities of

atively high priority and blocks out the other client for

1 and 4 controlled by RSVT. In addition an X server is

a short time. The second sleep occurs at about 2.1 mil-displaying the resulting frames, running under CFS and
lion Kcycles. This one is much longer, so after the grace thus with higher priority than the MPlayers (this saves
period ends the client is recognized as inactive, and itthe need to propagate usage information as in [11]). Ini-
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